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Summary. Infrastructure systems operate in increasingly unstable environments characterized by
technological, economic, operational, and security-related risks. This study develops a selective man-
agement mechanism for infrastructure systems aimed at concentrating managerial attention and re-
sources on critical elements while maintaining their overall sustainability. The research adopts a
system-oriented conceptual approach and draws on scientific literature, regulatory materials, practi-
cal cases, and established risk-management practices. System analysis, SWOT analysis, Failure
Mode and Effects Analysis (FMEA), and scenario modeling are incorporated into the proposed
framework. The study distinguishes selective management from general infrastructure management
and identifies the principal conditions and organizational mechanisms required for its implementa-
tion. The proposed mechanism comprises continuous risk monitoring, identification and ranking of
critical infrastructure elements, risk identification and assessment, development of targeted manage-
ment measures, decision-support information systems, and coordination and personnel training. Par-
ticular attention is given to automation, modularity and scalability, security, fault tolerance, contin-
uous monitoring, and standardization as principles supporting selective infrastructure management.
The framework also integrates adaptive management, resource redistribution, redundancy, recovery
mechanisms, and scenario-based decision support. The proposed approach provides a structured ba-
sis for prioritizing vulnerable infrastructure components and allocating management resources ac-
cording to their significance, condition, criticality, and exposure to risk. It can support more focused
and adaptive infrastructure management under conditions of uncertainty.

© 2026 Earth Science Division, Azerbaijan National Academy of Sciences. All rights reserved.

1. Introduction

Infrastructure constitutes a fundamental component of modern economic systems, supporting economic
activity and the provision of essential services to society. Increasing environmental instability, technological
change, and exposure to multiple risks have strengthened the need for management approaches capable of
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maintaining the reliability and sustainability of infrastructure systems. Recent research emphasizes that infra-
structure resilience requires the capacity to withstand disruptions, adapt to changing conditions, and restore
essential functions following adverse events (Curt & Tacnet, 2018; Guo et al., 2021).

The concept of infrastructure has been interpreted from different theoretical perspectives. Bell (2004) and
Schumpeter (2007) associated infrastructure with the conditions supporting economic activity and societal
development, while Mallaev and Avramchikova (2017) emphasized its institutional dimension and its role in
creating organizational and economic conditions for market functioning. Previous studies have also addressed
specific aspects of infrastructure-related risk management, including energy-service systems (Guskova & Ul-
yankin, 2016), entrepreneurial risks within economic security systems (Barikaev, 2018), and IT infrastructure
risks (Maslova, 2022). These studies demonstrate the importance of risk-oriented management but primarily
address particular sectors or categories of risk.

Under conditions of uncertainty, managing individual infrastructure components in isolation may be in-
sufficient because failures or imbalances in one element can affect the functioning of interconnected compo-
nents. Risk-oriented and adaptive approaches are therefore increasingly important for maintaining system sus-
tainability under changing operating conditions (Gridneva & Vasilevsky, 2025).

Accordingly, this study aims to develop a mechanism for selective management of infrastructure systems
under risk conditions. The proposed approach integrates risk monitoring, prioritization of infrastructure ele-
ments, targeted managerial interventions, and scenario-based decision support to improve the adaptability and
sustainability of infrastructure systems.

2. Materials and methods

The study adopts a system-oriented conceptual approach to the management of infrastructure systems
under risk conditions. The analysis draws on scientific publications, regulatory and legal documents, research
reports, practical cases, and other materials describing infrastructure management and risk-management prac-
tices.

The methodological framework combines system analysis with induction and deduction, analysis and syn-
thesis, SWOT analysis, Failure Mode and Effects Analysis (FMEA), and scenario modeling. System analysis
was used to examine infrastructure as an interconnected set of components, while SWOT analysis and FMEA
provide tools for identifying vulnerabilities, assessing critical elements, and prioritizing risks. Scenario mod-
eling was incorporated to support the evaluation of alternative management responses under changing condi-
tions (Nevskaya et al., 2024).

Based on this framework, existing infrastructure-management practices were synthesized to develop a
selective management mechanism comprising risk monitoring, prioritization of infrastructure elements, risk
assessment, targeted management measures, and decision-support procedures.

3. Results and discussion

Infrastructure systems comprise interconnected technical, organizational, and managerial components
whose reliable operation is essential for the functioning of the broader economic system. Their management
therefore requires a combination of general and selective approaches. General management covers the system
as a whole through common planning, organization, coordination, and control procedures, whereas selective
management introduces targeted interventions for individual elements or groups of elements that require ad-
ditional managerial attention.

In this study, selective management is understood as a complementary mechanism rather than a replace-
ment for general infrastructure management. Its purpose is to identify problematic or vulnerable elements and
concentrate managerial actions and resources on preventing failures, mitigating negative consequences, and
supporting critical activities. Selective interventions can be incorporated at different stages of the management
cycle, including goal setting, planning, organization, implementation, coordination, and control.

The proposed approach is particularly relevant under risk conditions because infrastructure components
differ in their criticality, vulnerability, technical condition, and contribution to overall system performance.
Selective management therefore allows management resources to be directed toward those elements where
intervention is expected to have the greatest importance for system stability.

The expected benefits of selective management include reduced potential losses and operating costs, im-
proved resource efficiency and management quality, and a better balance among the interests of infrastructure-
system participants.
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The proposed framework is based on six interrelated principles: automation, modularity and scalability,
security and risk prevention, availability and fault tolerance, continuous monitoring and analysis, and docu-
mentation and standardization. Automation can reduce manual intervention and operational errors, while mod-
ularity supports adaptation to changing system requirements. Security and fault tolerance protect critical com-
ponents and maintain service continuity, whereas continuous monitoring enables the early identification of
anomalies and emerging risks. Documentation and standardization provide transparency and facilitate the in-
tegration and management of infrastructure components. These principles should be periodically reviewed as
technological conditions, risks, and organizational requirements evolve. The principal types of selective infra-
structure management are summarized in Figure 1.

Infrastructure system

] management ]
General management of the in- Selective management of the in-
frastructure system frastructure system
[ I [ |
Personnel Resource Development Mana;gement dOf
management management management motives an
Incentives

Fig. 1. Types of selective management of the infrastructure (compiled by the author)

Selective infrastructure management can be implemented through four main areas: personnel manage-
ment, resource management, development management, and management of motives and incentives. Person-
nel management may employ role-, attribute-, behavior-, and rule-based approaches to regulate responsibili-
ties, permissions, and access to infrastructure resources. Resource management focuses on targeted interven-
tions that improve resource utilization and reduce the likelihood of operational problems, while development
management directs goals, resources, and projects toward long-term system sustainability. Management of
motives and incentives aims to align the interests of personnel and service users with infrastructure-manage-
ment objectives. The appropriate combination of these approaches depends on organizational characteristics,
security requirements, and the scale and complexity of the infrastructure system.

To implement selective management, it is advisable to have an appropriate mechanism in the management
system of the infrastructure system.

The mechanism of selective management of the infrastructure system under risks is a comprehensive ap-
proach aimed at selectively influencing key elements of the infrastructure to minimize risks and increase the
sustainability of its functioning.

The selective management mechanism uses a sample, selective approach to concentrate management ac-
tions and resources on the most critical infrastructure elements in order to minimize the negative consequences
of risk impact.

It includes the following components.

1. Functional organization (or units) for the implementation of continuous monitoring of the state of the infra-
structure system and risks (risk monitoring, timely response to threats, assessment of the effectiveness of risk iden-
tification, etc.). Risk management methods (SWOT analysis, FMEA, scenario modeling) can be used as tools.

2. Studying the condition and ranking of infrastructure elements. The main function is to determine the
priority of infrastructure components and their condition (e.g., power supply systems, traffic centers, IT plat-
forms) according to the criteria of significance (socio-economic, technical, etc.), condition and criticality for
the functioning of the infrastructure, vulnerability to risks.

3. Implementation of systematization and determination of risks (identification, recognition and classifi-
cation of risks).

4. Conducting risk analysis and assessment (determining possible damage from risk occurrence, clarifying
the probability of risk occurrence).

5. Development of measures for selective risk management (definition of objects and elements subject to
selective impact, development and planning of measures, programs, projects for selective impact, appointment
of a responsible officer, determination of the results of selective impact).
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6. Information system for decision support. This system should ensure the integration of current data from
different sources (e.g., geographic information systems, Big Data, etc.) for scenario modeling and optimization
of management decisions.

7. Interaction and personnel training. They are used for the purposes of personnel training to act in crisis
situations, as well as for the coordination between departments (for example, the Ministry of Emergency Man-
agement, energy, logistics).

The following methods and tools can be used in the mechanism of selective management of the infrastruc-
ture system under risk conditions:

— adaptive management strategies; flexible plans of action for key elements in the form of redundancy
(duplication of critical nodes), dynamic redistribution of resources (e.g., energy, personnel) in case of threats;
localization of impact (isolation of damaged segments to prevent cascading failures), etc.

— implementation of a monitoring and feedback system that ensures continuous monitoring of the infra-
structure state using sensors, 10T devices, analytical platforms, etc., which allow to forecast wearing of equip-
ment and track anomalies in real time;

— mechanisms for redundancy and restoration to create “buffer zones” (in the form of reserve capacities,
backup communications);

— plans for the fallback recovery, etc.

Selective management of the infrastructure system under risk conditions allows concentrating resources,
focusing actions on key critical elements of the infrastructure, ensuring a sufficient level of stability of its
functioning even in conditions of uncertainty. This approach should combine proactivity (risk prevention) and
reactivity (quick response), which allows for an efficient and comprehensive solution to the problem of effec-
tive management of the infrastructure system.

Selective management of the infrastructure system under risk conditions is an innovative approach aimed
at increasing the sustainability and efficiency of the key elements functioning. The main focus is on selective
effect on the most vulnerable components, such as traffic centers, power supply systems and IT platforms,
which allows minimizing risks and reducing costs. The use of SWOT analysis, FMEA and scenario modeling
techniques ensures accuracy in assessing threats and developing adaptive strategies.

An important aspect is the implementation of special devices and analytical platforms for continuous
monitoring of the infrastructure condition. This allows for prompt detection of anomalies and prevention of
cascading failures. The principles of modularity, scalability and security ensure the flexibility of the system in
a changing external environment.

Selective management also involves the creation of “buffer zones” and reserve capacities, which increases
fault-tolerance. However, successful implementation of the approach requires regular updating of the method-
ology and adaptation to new challenges. Thus, the proposed mechanism contributes not only to reducing risks,
but also to increasing the competitiveness of infrastructure systems.

4. Conclusion

This study proposes a selective management mechanism for infrastructure systems operating under risk
and uncertainty. Unlike general management, selective management focuses managerial attention and re-
sources on infrastructure elements according to their criticality, vulnerability, and current condition. The pro-
posed mechanism integrates continuous risk monitoring, prioritization of infrastructure elements, risk identi-
fication and assessment, targeted management measures, decision-support tools, and personnel coordination
and training.

The framework combines proactive risk prevention with responsive measures and incorporates adaptive
management, monitoring and feedback systems, redundancy, and recovery mechanisms. Its application can
support more focused allocation of management resources and strengthen the ability of infrastructure systems
to respond to disruptions and changing operating conditions. The proposed mechanism provides a conceptual
basis for further development and practical testing of selective infrastructure management approaches in dif-
ferent infrastructure contexts.
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Pe3tome. THppacTpyKTypHBIE cUCTEMBI QYHKIIMOHUPYIOT BO BCE€ Oosiee HECTAOMIIBHOM cpejie, XapaKTepU3yIOIecs: TEXHOIOTU-
YEeCKHMH, YKOHOMHIECKIMH, OTIEPalMOHHBIMH PHCKaMH M PUCKAMH, CBSI3aHHBIMU C 6e301acHOCThI0. B nccnenoBanmm paspadaTsiBa-
€TCsl MEXaHU3M CEJICKTUBHOTO YNPABICHNS MHYPACTPYKTYPHBIMU CHCTEMaMH, HAIIPABICHHBIM HA KOHI[EHTPALUIO YIPABICHIECKOTO
BHHMAaHUS M PECYPCOB Ha KPUTHYECKH BaXKHBIX dJIEMEHTaX HPH COXpaHeHUH oOlei ycToitunBocTH cucteM. MccienoBanne OCHOBBI-
Ba€TCsA Ha CUCTEMHO-OPUEHTUPOBAHHOM KOHLECTITYaJIbHOM IIOAX0A€ C UCIIOJIb30BAHUEM Hay‘{HOﬁ JIMTEPATYPbl, HOPMATUBHBIX MAaTEPU-
aJI0B, MPAKTUYECKUX MPUMEPOB U CIOKHMBLIMXCS METOAOB YIpaBIeHHs pHUcKaMu. B mpeyiaraeMyro KOHIENITYalbHY0 MOJIENb BKIIIO-
YeHbl CUCTeMHBIH aHanu3, SWOT-ananus, anaiau3 BUIoB U nocneactBuil otkazoB (FMEA), a Taxke cuenapHoe MoaenupoBanue. B
HCCIIEI0BAaHUN IPOBOUTCS pa3rPaHUIEHHE CEIEKTHBHOTO M O0IIEro ynpasieHHs HHPPACTPYKTYPOH, OIPeesIIOTCS OCHOBHBIE YCIIO-
BUS I OpTaHNU3AIIMOHHBIE MEXaHU3MbI, HEOOXOIMMBIE JUIS ero peanu3anud. [IpearaeMplii MeXaHU3M BKIIIOUaeT HEIPEPBIBHBIH MO-
HUTOPHHT PHCKOB, BEIBICHNE U PAHKUPOBAHNE KPUTHIECKH BaXKHBIX JIEMEHTOB HHPPACTPYKTYPEI, HACHTU(DHUKAIIHNIO U OIIEHKY pHC-
KOB, pa3paboTKy IENEBBIX YNPABICHIECKHX MEPOIPUSITHH, HHPOPMAMOHHBIE CUCTEMbI MOJICPIKKH MPUHATHS PEIICHUH, a TaKKe
KOOP/MHALMIO U MOATOTOBKY IepcoHana. Ocoboe BHUMaHUE YAEISeTCs aBTOMaTH3alluK, MOIYJIbHOCTH M MacIITabupyemMocTH, 6e3-
OIIAaCHOCTH, OTKaSOyCTOﬁqMBOCTH, HENPEPLIBHOMY MOHUTOPUHI'Y U CTaHAAPTU3ALUU KaK TPUHIUIIAM, OGCCHeqHBa}OLLII/IM CCJICKTHUBHOC
ynpasieHne nHdpacTpykrypoi. [Ipeqmaraemas Mozenb Takxke 00beIUHACT aJalTUBHOE YIIPABICHHUE, TepepacipeielicHHe PeCypcoB,
PE3EpBUPOBAHNUE, MEXAHU3MbI BOCCTAHOBJICHUSA U MOAACPIKKY MPUHATUSA peme}mﬁ Ha OCHOBC CLICHApHECB. Hpe)lHO)I(CHHbIﬁ noaxon
(bopMHUpYET CTPYKTYPHUPOBAHHYIO OCHOBY JJIsI OTPEEICHHs] IPHOPUTETHOCTH YSI3BUMBIX KOMIIOHEHTOB HH(PACTPYKTYpHI M pachpe-
JIeTIEHHs YIPaBIEHIECKUX PECYPCOB B COOTBETCTBUH C MX 3HAUNMOCTBIO, COCTOSTHUEM, KPHTHYHOCTBIO U ITOJBEPKEHHOCTHIO PUCKAM.
JlaHHBII MTOJXO0I MOXKET CIIOCOOCTBOBATH OoJiee IIeIeHANPABICHHOMY M aJaNTHBHOMY YIIPaBICHUIO HH(PACTPYKTypOil B YCIOBHIX
HEOTIPEIeTIEHHOCTH.

Knrouesvie cnosa: ungpacmpykmypHsie cucmemvl, celeKmugHoe ynpasienue, MOHUMopuHe puckos, CyeHapHoe MooeluposaHue,
OYEHKA PUCKOB, NOOOEPIHCKA NPUHAMUSA PeUleHUll
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Xiilasa. Infrastruktur sistemlori texnoloji, iqtisadi, amaliyyat vo tohliikesizliklo bagh risklorlo sociyyelonon, getdikco daha qeyri-
sabit miithitdo foaliyyot gostorir. Todqiqatda infrastruktur sistemlorinin iimumi dayaniqligin1 qorumagqla yanasi, idarsetmo digqatinin
va resurslarmin kritik elementlor tizorinds comlogdirilmasine yonalmis selektiv idaraetmo mexanizmi islonib hazirlanmigdir. Todqiqat
sistem yoniimlii konseptual yanagmaya asaslanir va elmi adobiyyata, normativ materiallara, praktiki niimunalors vo formalagmis risk-
lorin idars edilmasi tacriibalarins istinad edir. Toklif olunan gar¢ivaya sistem tohlili, SWOT tahlili, nasazliq ndvlerinin va tasirlarinin
tohlili (FMEA), hamginin ssenari modellogdirilmasi daxil edilmisdir. Toadqiqatda selektiv idarsetmo infrastrukturun timumi idars
edilmosindan forglondirilmis, onun hoyata kegirilmasi tigiin tolob olunan asas sortlor va togkilati mexanizmlor miloyyan edilmisdir.
Toklif olunan mexanizm risklorin davamli monitoringini, kritik infrastruktur elementlorinin miioyyonlogdirilmasini vo ranqlagdirilma-
sin1, risklorin miisyyon edilmoasi va qiymatlondirilmasini, mogsadyonlii idaraetmoa todbirlorinin hazirlanmasini, gorarlarin gabuluna
dostok veron informasiya sistemlorini, eloco do koordinasiya vo kadr hazirligini ohato edir. Selektiv infrastruktur idarosetmosini
dostokloyon prinsiplor kimi avtomatlagdirmaya, modulluga vo miqyaslana bilmoys, tohliikssizliys, nasazliqlara davamliliga, fasilosiz
monitoringa va standartlasdirmaya xiisusi diqqat yetirilmisdir. Toklif olunan ¢argive adaptiv idaraetmoni, resurslarin yeniden boliis-
diiriilmasini, ehtiyatlilig1 tomin edon mexanizmlari, barpa mexanizmlarini va ssenarilar asasinda qararlarin qobuluna dastayi de 6ziinds
birlogdirir. Toklif olunan yanagma hassas infrastruktur komponentlorinin prioritetlogdirilmasi vo idarsetmos resurslarinin onlarin
shamiyyatina, vaziyyatina, kritikliyina va risklora mearuz qalma saviyyasine uygun boliisdiiriilmasi figlin strukturlagdirtlmig asas yara-
dir. Bu yanasma qeyri-miioyyonlik soraitinds infrastrukturun daha moqsadyonlii vo adaptiv idars edilmosini dostoklays bilor.

Acgar sozlor: infrastruktur sistemlori, selektiv idaraetma, risklorin monitoringi, ssenari modellasdirilmasi, risklorin qiymatlondi-
rilmasi, qarar gabuluna dastok
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